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CROME is cERN New Radiation Monitoring System for Safety and Environment

Why do we need a radiation monitoring
system at CERN?
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Why do we need a radiation instrumentation system
When Accelerators are in operation

Stable matter
The interaction beam-matter generates stray radiation : :
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Why do we need a radiation monitoring

When Accelerators are in operation To LHC clock-wise or
counter clock-wise
To LHC A
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Why do we need a radiation instrumentation system
When Accelerators are in operation

The interaction beam-matter generates stray radiation

Experimental hill:

Beam tunnel: g A \ -*nean%i'\érea
‘ L fii : i ‘ \

When Accelerators are stopped

The interaction beam-matter has made the matter radioactive (activation)

Areas with risks due to ionizing When the ambient dose rate is bellow
radiation are classified and — the safety threshold and the survey is
continually monitored Ok : Accesses are re-opened

18/10/2022 SoC Workshop
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Why do we need a radiation instrumentation system

Beam ON ‘ ‘ Beam OFF
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When Accelerators are stopped

The interaction beam-matter has made the matter radioactive (activation)

Areas with risks due to ionizing

radiation are classified and
continually monitored

18/10/2022

"

When the ambient dose rate is bellow
the safety threshold and the survey is
Ok : Accesses are re-opened
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Radiation & Environmental Protection Before LS2
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CMs At;\ena Ridla.\tlon Activity
onitoring .
; NorthAr:a\ .. Mo,nltorfc'
ARCON ’ '7_\ A .‘ 7 7‘_" ; ,_ ."’v._\
VME Chassis a " Bldg. 867 W=, T el )
SPS (@p)] . 2 i1
") " ATLAS ISR ' S (LI/J) - ' '
. 2 |
< ?
ad

B Arvu
‘1 East Area

4

Ventilation

Monitors
Stray Rad
Monitors g

FDES

(/B
~L8
il

‘;‘
[



introduction | CROME System Production and Deployment

Radiation & Environmental Protection

CROME+
ACCURATE

ACCURATE

A
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CROME Requirement - 2015

CROME
GRAMS
RAMSES
ARCON

= Development of a new generation of
monitoring system

Semi-
“conductor

J

This system provides:

— Continuous real-time monitoring of ambient dose equivalent
rates over 9 decades

— Alarm and interlock functionality with a probability of failure
down to 10e-7

— Long term permanent and reliable data logging by linking to a
SCADA supervision

— Edge computing : Powerful processing capabilities for
embedded calculation

— Versatile interface

Scintillators

= Replacing ARCON system
= Preparing for future, RAMSES : 14 years of operation




What is CROME ?




Rac kable

CERN Radiation Monitoring Electronics (CROME) Pl -
Y e N N
Two configurations : ,,¢/ e ‘f\l&
- e
’,” Radiation '
Conceptual view of CROME at CERN ,¢/ g/lr%r::gg:ir;% e
PRg units

Plastic Air filled ionization
chamber

CROME Rack at EHN1 (North Area)
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ELLlR

CROME Junction Box

High Radiation Area

Uninterruptible Power Supply
Includes a battery for continuous
operation
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CROME Ecosystem

Production Capabilities

CROME Software
Romulus
@emy -

CROME Equipment

Al i Uninterruptible Power CROME Case Mobile Station

U

Detector CMPU — Rack Electronics
g(lomzatlon chamber) cMPU — Bulk .
- / (CoreMonitoring& \5
4 T ProcessingUnit) gl

Ethernet
Alarm Unit
CROME UPS

Interlocks

CROME
Junction Box
(Interlocks
router)
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ARCON RAMSES CROME
Centralized Architecture

Federated Architecture

Modular Architecture
/ Rad Detector Q |

Rad Detector Q

Rad Monitor | FE || CPU

I/O Interface

Rad Detector Q f

Alarm Unit \

Rad Monitor | FE || CPU

I/O Interface

Ethernet

Alarm Unit \

‘ 3 \ Rad Detecto

Rad Monitor | FE || CPU

I/0 Interface

©
| \ = Alarm Unit \
VME Chassis Monitoring Station  Monitoring Station £
I=
Status Counter
Boards boards e PLC

Rad Monitor | FE || CPU

I/0 Interface

Ethernet Ethernet l_ Alarm Unit \

Alarm Unit\ Ethernet

SCADA - Supervision




CERN Radiation Monitoring Electronics (CROME)

CROME Bulk System for low radiation areas :

Simplest Configuration

Alarm Unit ' CROME Bulk (Wall-mount) Version

Argon or
Hydrogen
pressurized
ionization
chambers

T Rk 44 %

. . Supervision
Uninterruptible Power supply

In this config. 8 hours of autonomy




CERN Radiation Monitoring Electronics
CROME Rack System for high radiation areas :

CROME Rack-mount Version at CERN at the PS Booster
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CERN Radiation Monitoring Electronics (CROME)

RAMSES System (Outsourced 2004)

1GB DDR3 RAM

Ethernet Ethernet

| - ‘ Heterogeneous
Izc'::net PC PLC ‘ g ‘ Multi-Processors
ata storage o v d '
Lo sy Real-time data , : - Sy . . grocgramable
0]
= 2 . .'.7 B i - 3 4% 7 = ~:~ 1 = )
CPU 2 :- T ' : i . e - ; ‘ [  Avplication Processing Unit

Meas. Electronics
Alarm creation

Example of the MS Rack

Package, pins, and IOBs



SoM cooling

CERN Radiation Monitoring Electronics (CROME)
Highly Integrated Solution :

. Acquisition

lonization chamber

I TH
(not modeled here)
L. Measurement chamber
Supervision 1fA to 2uA

x200 Parameters High Voltage
(0 — 2000V)
» x8 measurement : Zynq 7000 based SoM
channels Caloli o

(44770 /s
SOU=

36 Millions of possible
combinations

» Interlocks

? Alarm Units
~ communication

Linux Operating Safety Critical part :

System : +  Measurement algorithms
* Data storage and «  Real Time temperature compensation
management

. Supervision *  Dose rate calculations
A *  Cumulated dose calculation
* Interlock generation

Wall mounting system

Fault resilient FPGA design for 28 nm ZYNQ system-on-chi

C.TonerH.Boukabache, G.Ducos, M.Pangallo, S.Danzeca, M.Widorski, S.Roesler, D.Perrin
Microelectronics Reliability Journal



https://www.sciencedirect.com/science/article/abs/pii/S0026271419304822#!
https://www.sciencedirect.com/science/journal/00262714

Critical decisions are taken into the FPGA section
of the SoC (38 billion of possible combinations)

v’ SIL2 compatible floating point calculation engine

« All the components
have been
individually analyzed
(> 3000 references)

v Developed a safe architecture (memories are protected,
data is exchanged and checked with checksums)

v’ Direct democracy with a global triplication :

smmd Decision

» Critical components

ki SR et have been replaced
; ;,:_g,; Agﬁtomg'f"vg! P
g Sileecall - Redundancies

‘n M It"‘ s~

Voter

Most Critical Component Failure Rates of the SoM (failures per
million hours)

0o

5E-03

A4
C180, C178 - Capacitor s O 71F-03
I O 71E-03

U13,U14 - DDR3 s 1 80E-02
I 2,21E-02
Ul - eMMC memory 2,40E-02

) I  ? G3E-02

C30 - Capacitor S ) G3E-02

I 7 63E-02

C18 - Capacitor S ? G3E-02

) I 3,28
C36 - Capacitor e 3 0 SE-02
I 3 08

C176, C38 - Capacitor 1 |
|
U12 - Oscillator

- Capacitor

0,00E+00 5,00E-03 1,00E-02 1,50E-02 2,00E-02 2,50E-02 3,00E-02 3,50E-02 4,00E-02 4,50E-02
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CERN Radiation Monitoring Electronics (CROME)

All the components
have been
individually analyzed
(> 3000 references)

[ A I i i'
of |

Critical components
have been replaced

Redundancies

Extended testability
97% of dangerous failures

-------------

ssegesss

CROME CMPU
Processing Board carrier

Critical decisions are taken into the FPGA section
of the SoC (38 billion of possible combinations)

v’ SIL2 compatible floating point calculation engine

v Developed a safe architecture (memories are protected,
data is exchanged and checked with checksums)

v’ Direct democracy with a global triplication :

AT

Voter
Interlocking
system

e

Everything is OK with the system

| PFH = 8241078 fpmh




CERN Radiation Monitoring Electronics (CROME)

Redundancy can be extended at system level

CROME Junction Box

Radiation Monitor 1

Instantaneous dose rate
Environmental conditions

Avg Dose rate . .
Supervision

Integrated dose 1 CUPS
Integrated dose 2
Min Max Values ....

Uninterruptible
Power supply

Hardened Field Bus
(RS485 + GND-OPEN)

Interlocking system
A

A

Access status

Zone Status

Interlock signal 1

Loop Detection
Unlimited number of
Alarms Units is
supported

Smart Interlock
router

North Area (EHN1)

MEat EHNL 8.
OME detectors ! =
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CERN Radiation Monitoring Electronics (CROME)
CROME Network

/
/

CERN Control Room

REMUS
Server

REMUS Terminal Server

Cluster

Oy,
® s

A

ORACLE DB

=

_E|

| Technicgl Network

IT Socket

Rack 1

6 Ethernet
connections

b

' CROME Rack Chassis
Up to 6 Modules

Real Time Measurements

Events
Status
Historical Values

2 CROME Rack Chassis |

Up to 12 Modules :

IT Socket

Rack 2

TS

Tty

12 Ethernet
connections

Real Time Measurements

Events
Status
Historical Values

~

IT Socket $
Y

IT Socket

Rack3
1 Eth connection

CROME Junction Box |
Status :

@ 1 Eth connection

CROME Radiation Monitor

Real Time Measurements

Events
Status

Historical Values

IT Socket

1 Eth connection

CROME Radiation Monitor

Real Time Measurements
Events

Status

Historical Values




CERN Radiation Monitoring Electronics (CROME)
CROME Network

=
DN BA3

CERN Control Room

REMUS Terminal Server

Cluster

Oy,
C >
:
ORACLE DB

.

| Technicgl Network

IT Socket
Rack 1 e el s ROMULUS Data Frame o
. Real-Time Stream : (port n+1) >
= .
- : Requests : (port n
e  Historical data retrieval g (portn)
e euremen « Events retrievals (ex. Alarms, Alerts, failures ... )
Status « Statuses

Historical Values

* Remote Parametrization (x 84 params.)

o e CN R nse: rtn
b S e CNGS esponse : (port n)

o & Hl




What can we do with CROME ?
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Detector tnearly Static characterization
**714.8 MeV Neutrons
8E-11 - []
’ Front-end Performances Linearity
Z sen Z LNE — Certified Lab in Paris (France)
é 4E-11 7
e / New COFRAC certification - Linearity characterisation )
’ Hydrogen filled  Argon filled
2611 sArgon chamber chamber
/ y 100E-05 : LO0E0S
7 = Hydrogen .
1E-11 /0 - 1 0E-06 —p » 1.00E-DE n Y T
p Sub e ()
° o 500 1000 1500 2000 2500 3000 Loge-07 fe"i‘l:::rlc:lere B »- . 1.00E-07 0.1 S"I‘]Ir h i :%0
F!uence [1/cm?] 2 1 CIE-0 P s__ LO0E-08 :
< - Cs137|| &
g T i O D TSv/h £
S 100E10 > o MO 5
G LO0E-11 L 3 S 100El ]
g o g £
210012 - L 1mE1? -
) - v 2
S l00e13 - o 100E13 &
E T c 50 nSv/h ! b
e 7 £ ] sonsu &
100E-15 ;;l-' Specified measurement interval O mEn
1100E-16 l—i . . 1.00E-16
o017 b= 10017

1LO0E-17 10F-96 1.00E-15 1.00E-14 1.00E-13 1.0O0E-12 1.008-11 LO0E-10 1.00E-09 1.006-08 1.008-07 100E-06 1.00E-05

CROME front end measured current (A)
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Measurement

Production and Deployment

Static Characterization
Calculation of the Calibration Factor

0.00E-04

4.6|m
|

1371Cs 3OOGI

5.00E-04 E ‘G am ma ”Tadlatlon

7.00E-04

., 0.00E-04
J[00E-04
4.00E-04

3.00E-04 :
| 137-Cs 30GBq

2. 00E-0% . 46m

1.00E-04

137-Cs 3G

05/ 10/2018 09:30:00

Channel

[ ] visible

Ad

05/10/2018 09:50:00

Inkegral

Am-Be 888GBq

Neutron irradiation |

1.3m

[ ] Threshalds

CROME-REMUS Integration — Calibration

B

Prior param change

Calibration

1G5-H20
Coeff. d'etalonnage gamma:

Coeff. d'etalonnage neutron:

Calibration valid until:

05/10/2018
inv

1.03 +/-

1.00 +/-
05/10/2021

ProtocA2 002

0.08 (k=2)
0.06 (k=2)

|crOME0DZ_MS

17{10/2015

|cROMEODZ_AvRG

17/10/2015

|crOMEOOZ_TEMP

17/10/2018

|crROMEDOZ_INT1

17{10{2015

17/10/z2015

17102018

17{10/2015

OEOOEIODEE < B

OEOODEOEE

(I o

17/10/2018

AJdjajaajajajqj4

17{10/2018

e

CROME System Under Calibration




: Rainfall monitoring

Uncontrolled cabines

3nSv/h
4 .8fA

uSv/h

CROME - Radiation Protection
LBE Run Monitor
(LHC Injectors Upgrade)

Beam off
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Slow — High precision operation mode

i conditioned cabin Spikes due to rain

Sv/h They have been correlated to rain fall monitors/\
-7
1.25 (10 | '
B . ~ RAMSES
1.2 Unexplained spikes

Air conditioned cabines

N

0.85
Floor DR for CROMERS - W CROME i

Floor DR 0.95

for RAMSES

A—

Beam off



Introduction | CROME System = Measurement Production and Deployment Conclusion

TRONLEERET e T

. 4G connection
ith CERN

“§| AEROSPACE E
APPLICATIONS

CROME device
inside the glacier

29
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ENEA, SR =

4G connection
with CERN

CROME deviée
inside the glacier

., 5 A , . b s | )
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External of
| Real-Time Exte rnal |
. i i temperature—_

\. connection with Test of normal .
REMUS behaviour
5.00E-08
E - st ol by et :
: I Z8106/2019 17:00;00 28/06/2019 20:00:00 Z8106J2019 23:00;00 29/06/2019 02:00;00 29106/2019 05:00;00




Conclusion

Production and Deployment

Introduction ]| CROME System

**** ’"NICG system !
- Where can | buy it ?



CROME Production T

Production and Deployment

Pre-Prototype
Measurement Validation
Static performance assessment

-

In 2018, 8 different fully operational equipment e
: :

Acceptance prototype — 100% of

were completely designed : <
1 H Pre-prototype . - - @ | ‘ \
« >3000 different electronic components references = e ® o B e B e i
. ®
+ 25 EDA (every one include CADs and BOMs) Prototype type 1 Rackable
+ 62 mechanical plans TR
nit ualification Version)

|
CROME CASE CROME CASE v2

Alarm Unit type 1

CUPS Rackable

Iz

L7

- Definition of the manufacturing process to produce ~10000 sub-assemblies for the
assembly of 500 devices

g

CROME Junction Box
-
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CROME Production: Chain of Value

CROME Industrial Fabrication in 2018/2019 (without CERN)

(2) High-Tech Electronic Companies 5) - Sealings Manufacturing
*  Gad pads I I

CROME Electronics Suppliers in 2018/19
(without CERN) Of orders (5 main distributors)

(1) Mechanics Manufacturing

Electronic Board Assembly N 10% EU/US -E
(2) Electronic PCBs Manufacturing a_) GE)
‘5 90% Asian countries (Japan / ()
+ . China / Taiwan / Philippine ... =
(Industries per country) 6 — PP ) 8
u -(1) Heat sinks Manufacturing NO (U 0 (@]
(] prust
mim 2% Y= = a

(1) Plastics Manufacturing DK -
2% (5) -« connectors cC 0 T
[ | (1) Electronic Board Assembly CU _g =

LabView - i i

T | Electro-Mechanic Integration 2 E %
— + 00 S

[ O N
© =
= G
C @

O

(3) Electronic PCB Manufacturing
(4) « Mechanics manufacturing

I I + Electronic Assembly
S L2

== f—
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CROME Assembly CROME Team

Assembly and integration of CROME Bulk version Detector integration Stability tests

x100

HW integration
automated tests

B
¥

ﬂ!/'

/{

' @ >
Temperature
/) compensation

Temperature
: stress validation

Temperature tests of CROME Long-term tests of CROME X125
Rackable versions Rackable versions

10 ‘

il

Assembly and integration of CROME Rackable version

. B -k s
Cd BT |

LIL LIl 772777%

7

Automated
current
calibration

HW integration
automated tests

-
~—
~—
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CROME deployment

Conclusion

Production and Deployment

Fully fledged and interlocked

Presentation of CROME system to
> FR/CH authorities (Tri-partite meeting)

N+

uSvih

CROME — Radiation Protection

LBE Run Monitor
(LHC Injectors Upgrade)

’ September 2019

20 Induced activity monitors

@ Viars 2020
@ August 2020

CROME at

CROME at
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CROME deployment

Production and Deployment

51 Monltorlng stations

Conclusion

2027

E

o
S Stray radiation monitors for
T < environment monitoring (31 MS)
[} o
2 L . ~
g 61 Monitoring stations o &
M srs | 5
EN3  enne .
i [m_—*ccgs /. North Area HHciCommes

- é "
N g
BRI "‘\\
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Conclusion
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Radiation & Environmental Protection After LS2

CROME 2021 — 532 equipment (153 Rad. Monitors + 70 Alarms Units)

CROME 2028 — 1050 equipment (436 Rad. Monitors + 170 Alarm Units)

CMS

s The development, production and ARCON
ek replacement with 532 equipment allowed us to
internalize all the knowhow

__ e )
LHC injectors

TTs

n-TOF

CTF3

LINACs
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CROME Majors Technical Innovations

Unified solution for radiation and environmental monitoring without modifications

- Among the best current measurement sensitivity in the scientific state of the art [1] [2]

Among the very first systems at CERN/ATLAS/CMS/LHCD that uses Heterogeneous System on Chip based
processing and control system

(Indico : SoC at CERN)

First Safety System at CERN to use SoC

First verification methodology for safety critical FPGA at CERN [3]

01 De.cﬁnber 2016
ANAN ) Eee access



https://indico.cern.ch/event/863071/contributions/3739044/attachments/2046866/3430029/Spiwoks_ACES_20200528.pdf

Conclusion
CROME at ESS

Cryogenic test stand (TS2b) and
Normal Conducting LINAC

7.6e-8 Sv/h 1e-7 Sv/h

AGMGO202 ~  AGMG0201

AMMGD299 Area Gamma Monitor AreaGamma Monitor
_ Access Point @ beam height ~1.5M Under cable tray @ ~2.5M

Area Mixed-Feld Monitor Fibre/Bthernet Fbre/ Bhernet
Access Point @ beam height ~1.5M 230v with lockout box 230vwith fodout box. AlM 1

Fibre/Ethernet
230V with lockout box. Induced Activity Monitor

Access Foint @ beam height ~1.5M

]

v )

ATFTIIINIFIIDID
: ’ '
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Outlooks : prepare for the future

Prepare for future with new upgrades

Preparing for future
with an integrated
solution

¢

Ziliiie

ARy

Accurate O Accurate 1
"w "y

LR

*

|

G AN

- mxumzaz
ERRNEN

A new development

=

ELUCENU

1771 um

Mixed Signal Chip

$:100] i
]
ne= [[Mi= |
Y e ]
i
j

IFE”; ' NIEIE!
i 88
TSMC130nm | L1}
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Outlooks : Prepare for the future
ARCON Replacement RAMSES Replacement
End of CROME Project ‘ RAMSES2CROME Project

CROME
Development
Fullin house Replacement of ARCON

development of CERN by CROME at the PSB,

new radiation monitoring PS, SPS, SM18, ENH1
system for safety and

envirenement

Deployment of CROME everywhere at CERN

ACCURATE

Lamda CROME
Protoype Consolidation

CROME Ecosystem with Replacement of CROME

Accurate Chip Front End by the new generaton of
AL CERN Radiation

Monitoring System

©




Conclusion
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Detector Static Characterization

Detection spectrum o e
r —o—mu- ——p

Response to Gamma ray M% S e T Tev—

’U>: 1000 +
2 : /./"/'—-
Am-241 Cs-137 Co-60 9 S /
. \-; !\I
LE+OL - ‘ | @ 100 \.({/
7 f Argon Gas
1E+00 ¢ 0
5 / S SIS .«-é'f.fr >
I | ¢——»>
—~ 1 t t |
6’ 1.E-01 ; 8N \ X 1.E+00 1.E+01 1.E+02 1.E+03
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n:¥ 1.E-02 g | :quu ipmu+
10000 —+ —o—e- —a—photons
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1 : oy ‘ |
1.E+00 1.E+01 1.E+02 1.E+03

E (MeV) Courtesy to Dr. Chris Theis




CROME System Reliability

SIL Verification according to IEC 61508

Safety Integrity Requirements :
To achieve a definite SIL, the SIF must meet all safety requirements.

1- Systematic Safety Integrity (Process Quality Assurance)

2- Hardware Safety Integrity

2.1 - Architectural Constraints

3- Software Safety Integrity

SIL1 SIL2 SIL3 SIL4

Systematic safety integrity X
Hardware safety integrity X
Software integrity X

Overall safety integrity X



